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Topics

1. Sub keys
2. Remote serialization
3. Naming and organizing keys

4. Backup Keys
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Master and Sub Keys

Master Key = A Key that has rights to serialize additional (Sub) Keys to a
Lock/Locks, and take new Locks into use

Sub Key = A Key that has restricted rights: can only connect to a Lock but
cannot serialize additional Keys nor take new Locks into use

The Key that is first serialized with a Lock (physical serialization) becomes
the Master Key for that Lock

Additional Sub Keys can be created with the Master Key using TOSIBOX
Key on a PC/Mac
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Creating Sub Keys

1. Start TOSIBOX Key with the Master Key

2. Insert a new blank Key

3. Follow the wizard

U ﬂ Mew Key

Choose Key mode and name

A Sub Key can only connect to the selected Locks and it
serialize additional Lodks.

A Backup Key will get identical rights with the currently i
You can also provide a nickname for the inserted Key in
Maode: Backup Key

@ Sub Key

Mame:  Mike's Sub Key

@ ﬂ Key serializing

Select Lock or Sub Lock to which yo

The Sub Key(s) can access the network devices att]
also restrict the access to spedific Sub Locks by exg

Tosibox device

:) Central Lock th-90e2ba330480

- [¥] 1z) Demo Lock 1 th-109ab9002243!
Z) Demo Lock 2 th-109ab9002693
1) Mobile test tb-109ab2000021 - Mo

@ ﬂ Key serializing

Confirm serialization

Confirm access for Mike's Sub Key to following Locks and Sub Locks,

Tosibox device

4 [:] Demo Lock 1 th-109ab9002243
All interfaces and devices

Save

Select all

| Mext |

Mext |




Remote serialization

When a Sub Key is initially created, a trust relationship is formed between
the Master Key and the Sub Key

Based on this trust, it is possible to remotely grant additional rights to the
Sub Key, or revoke rights to existing Locks

Security is based on PKI: the messages are signed by the sender (Master
Key) and verified at the receiving end (Lock and Sub Key)
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Remote serialization

Manage Keys -> Select a Sub Key ->

5 o ﬂ Edit serializations
Serialize. .. =

Edit Sub Key access rights

After completing the operation, the Sub Key will be able access only the selected Locks, You can

ﬂ Key Manager @ the access to specdific Sub Locks by expanding the h'ee}.
Tosibox device
Demo Master Key (Key 5239) > [ E] Central Lock th-90e2ba3304580
> E] Demo Lock 1 th-109a3b3002243
SubKeys | BackupKeys | Mobile Clients 4 [7] [E) Demo Lock 2 th-1092b9002603
[t as i~ [T Allinterfaces E|r'|l:| devices
ey
| |1 &3 B ” 7] &9 Tosibox Key 5239
1 €3 Tosibox Key 5247
1 €3 Tosibox Key 5363
O] & wLAN
; L) Mobile test th-109ab8000021 - Mo rights to serialize
Select all Add group ] [ Add Key... ] [Serialize... J
Select all
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Naming and organizing Keys

Sub Keys can be named by the Master Key when creating them and later
from Key Manager window

Key names are currently local to the Key they are named with (local nick
names)

&9 Key Manager @
Demo Master Key (Key 5239) |E|

Sub Keys Backup Keys Mobile Clients

| &2 | 1
rgmilice

I €3 &il B Rename Key 5247 @

Enter a new name:

William

Select all Add group | | Add Key... | | Serialize. .. |

Close




Naming and organizing Keys

 Sub Keys can also be organized into groups (new in TOSIBOX Key v2.10)
for easier management (e.g. mass operations)

« Groups are kept synchronized across Backup Keys

B Key Manager @
Demo Master Key (Key 5239) |?| § g
SubKeys | BackupKeys | Mobile Clients &3 Add Key group @
P @ F1- Maintenance (1) Enter a name for the new Key group:
4 Alice SE -Maintenanu:e|
w3 Bill [ Ok ] | Cancel
Select all Add group | | Add Eev... | Serialize
Close
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Backup Keys

 From any Master Key it is possible to create Backup Keys that can be used
as

« Spare Keys — kept in a safe place
 Master Keys that can be used in parallel with the original Master Key

 Backup Keys have identical rights and they are automatically kept
synchronized (over the Internet). Data that is synchronized:

« Serialized Locks (for which the Key is a Master Key)
 Sub Keys and groups
« Other Backup Keys in the same “family”
« Any of the Backup Keys can revoke others later (e.g. if a Key goes missing
or is stolen). A revoked Backup Key becomes an empty Key.

TOSIBOX



Backup Keys

1. Start TOSIBOX Key with the Master Key

2. Insert a new blank Key

3. Choose Backup Key and follow the wizard

-u- B New Key

Choose Key mode and name

A Sub Key can only connect to the selected Locks and it will not have rights to create additional Keys or
serialize additional Locks,

A Backup Key will get identical rights with the currently inserted Key, induding creation of new Keys.
You can also provide a nickname for the inserted Key in order to identify it better later on.
Mode: g Backup Key

Sub Key

Mame: | John's Backup

) -7
Q ﬂ MNew Key

Yfou are about to make the following chanages to the Backup Keys.

Backup Keys
4 To be added
W9 John's Backup

Important notice:

The new Backup Key will receive full rights, identical with the current Key.
Also, any new Keys or Locks that are serialized with either Key wil become
aufomaticall available for both Keys. Please confirm the changes.

| fes, I'm sure. Go ahead.

Save




Summary
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